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Technological Crossroads 2025

• 2024-2025 marks an unprecedented convergence of breakthrough 
technologies
• AI: 78% enterprise adoption, yet only 26% generate tangible value

• Quantum: First below-threshold error correction achieved (Google Willow)

• Blockchain: 617 million users, $19 billion annual spending

• Video Generation: From research curiosity to production reality

• Robotics: millions industrial robots operating globally

• The Challenge: Innovation velocity is outpacing trust-building



Romania's Position in the Innovation 
Landscape
• Romania ranks last 

in European 
Innovation 
Scoreboard (EIS) 
2025

• Positioned uniquely 
for transformation 
through strategic 
initiatives

https://projects.research-and-innovation.ec.europa.eu/en/statistics/performance-indicators/european-innovation-scoreboard/eis#/eis

https://projects.research-and-innovation.ec.europa.eu/en/statistics/performance-indicators/european-innovation-scoreboard/eis#/eis
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Innovation 
Scoreboard 
2025 Country 
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https://ec.europa.eu/assets/rtd/eis/2025/ec_rtd_eis-country-profile-ro.pdf
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European 
Innovation 
Scoreboard 
2025 Country 
profile Romania 

https://ec.europa.eu/assets/rtd/eis/2025/ec_rtd_eis-country-profile-ro.pdf

https://ec.europa.eu/assets/rtd/eis/2025/ec_rtd_eis-country-profile-ro.pdf


Romania's Initiatives in the Innovation 
Landscape
• Key Local Initiatives:

• RONAQCI: 1,500+ km quantum 
communication infrastructure (16 
national + 20 metropolitan links)

• RECODE-MLG: €36M Horizon 
Europe project on twin digital-
green transition

• RIBES: Regional circular 
bioeconomy solutions

• MultiversX: Leading blockchain 
innovation with sub-second finality

• The Opportunity: Transform from 
technology consumer to technology 
creator through trust-first innovation

Project Country Market Cap (USD)
Polkadot (DOT) Germany $4,731,000,000 (CoinGecko)

Morpho (MORPHO) France $1,052,805,233 (CoinGecko)

Tezos (XTZ) Switzerland* $603,624,394 (CoinGecko)

IOTA (IOTA) Germany $573,944,558 (CMC)

zkSync (ZK) Germany† $526,844,072 (CoinGecko)

MultiversX (EGLD) Romania $273,434,858 (CoinGecko)

Golem (GLM) Poland‡ $181,295,992 (CoinGecko)

peaq (PEAQ) Germany $112,156,895 (CoinGecko)

Request Network (REQ) France§ $91,478,806 (CoinGecko)

Chainflip (FLIP) Germany $31,162,130 (CoinGecko)

Dusk Network (DUSK) Netherlands $23,556,138 (CoinGecko)

Partisia Blockchain (MPC) Denmark $6,816,307 (CoinGecko)

Aleph Zero (AZERO) Poland‡ $5,536,647 (CoinGecko)

Angle Protocol (ANGLE) France $3,164,725 (CoinGecko)

KILT Protocol (KILT) Germany $1,491,813 (CoinGecko)

•EU Blockchains / Numbers are current as of November 2025.

https://www.coingecko.com/en/categories/dot-ecosystem?utm_source=chatgpt.com
https://www.coingecko.com/en/coins/dusk
https://www.coingecko.com/en/coins/tezos
https://coinmarketcap.com/currencies/tezos/?utm_source=chatgpt.com
https://www.coingecko.com/en/coins/partisia-blockchain?utm_source=chatgpt.com
https://www.coingecko.com/en/coins/gnosis
https://www.coingecko.com/en/coins/golem
https://www.coingecko.com/en/coins/peaq
https://www.coingecko.com/en/coins/request-network
https://www.coingecko.com/en/coins/chainflip
https://www.coingecko.com/en/coins/dusk
https://www.coingecko.com/en/coins/partisia-blockchain?utm_source=chatgpt.com
https://www.coingecko.com/en/coins/aleph-zero?utm_source=chatgpt.com
https://www.coingecko.com/en/coins/angle?utm_source=chatgpt.com
https://www.coingecko.com/en/coins/kilt-protocol?utm_source=chatgpt.com


Romania first EU country to use 
blockchain for counting and validating votes

• STS used European Blockchain 
Services Infrastructure (EBSI)

• Increased trust



QUANTUM COMPUTING
BREAKING BARRIERS
• Microsoft: Majorana 1 the world’s first quantum processor 

powered by topological qubits -> path to 1 Million Qubits

• Google's Willow Chip: First verifiable quantum advantage -
runs algorithms 13,000x faster than supercomputers​

• Error Correction Milestone: Exponential error reduction as 
qubits scale up - solving 30-year challenge​

• Quantum Echoes Algorithm: Enables molecular structure 
analysis for drug discovery and materials science​

• Practical Applications Emerging: ​
• NMR spectroscopy enhancement for pharmaceutical research​
• Battery component characterization​
• Complex physics simulations​

• Timeline Acceleration: Real-world applications expected 
within 5 years, not decades



Race Against "Harvest Now, Decrypt Later"

• The Threat: adversaries intercepting encrypted data 
TODAY

• Storing for decryption when quantum computers mature

• Cloud Security Alliance: “Year 2 Quantum - Y2Q" 
projected for April 14, 2030

• Long-lived sensitive data particularly vulnerable

• NIST Post-Quantum Standards (Aug 2024)
Federal Information Processing Standard FIPS: 
• 1. ML-KEM (FIPS 203): Primary general encryption
• 2. ML-DSA (FIPS 204): Digital signatures
• 3. SLH-DSA (FIPS 205): Backup signatures
• 4. FN-DSA (FIPS 206): Fourth standard (late 2024)
• 5. HQC (March 2025): Backup Key Encapsulation 

Mechanism using different math approach



BLOCKCHAIN & TRUST INFRASTRUCTURE
From Cryptocurrency to Trust Infrastructure
• IBM Food Trust:

• End-to-end tracking from grower to 
consumer

• Real-time product location and condition
• Enhanced food safety, reduced waste

• Renault Group:
• Supply chain documentation on blockchain
• Compliance tracking across automotive 

supply chain
• Invited entire industry to join platform

• The Home Depot:
• Blockchain-based vendor management
• 50%+ faster dispute resolution



CYBERSECURITY - THE TRUST BATTLEFIELD

• Record-Breaking Breach Year
• Verizon DBIR 2024 Statistics:

• 30,458 security incidents analyzed
• 10,626 confirmed breaches across 94 countries
• 68% of breaches involved human element
• 32% breached involved ransomware/extortion
• 180% increase in vulnerability exploitation (primarily 

MOVEit)

• Cost of Breaches:
• Global average: $4.88M per breach (+10% from 2023)
• Healthcare sector: Highest breach costs due to PHI 

exposure
• MOVEit impact alone: $15B+ total damages

• AI-Powered Attack Surge:
• 54% click-through rate for AI-automated phishing vs 12% 

non-AI



GREEN DIGITAL TRANSITION
Exponential Growth Meets Sustainability Goals
• The Challenge - Global Datacenter Consumption:

• 2024: 415 TWh (1.5% of global electricity)
• 2030 Projection: 945 TWh (more than doubling)

• AI's share:
• 24% of server electricity demand, 
• 15% of total datacenter energy

• Regional Impact:
• U.S. 2024: 183 TWh (4% of total U.S. electricity)
• U.S. 2030: 426 TWh (133% increase)
• Will account for nearly 50% of U.S. electricity demand growth 2024-2030
• By 2030, datacenters will consume more than all energy-intensive manufacturing 

combined

• Carbon Footprint:
• Datacenters produce ~3% of global emissions (equivalent to aviation)



EDUCATION & WORKFORCE 
TRANSFORMATION
• AI-Powered Learning & Workflows

Generative AI and analytics drive personalized education, 
reshape training, automate tasks, and transform business.​

• Skills-First Economy
Shift from degrees to micro-credentials, upskilling, and competency-based hiring for 
adaptability in fast-changing job markets.​

• Digital & Flexible Delivery
Microlearning, mobile, and remote-first learning are now mainstream, enabling lifelong 
learning and easier access.​

• Work-Integrated Pathways
Greater collaboration between academia and industry, with internships and apprenticeships 
integrated into curricula.​

• Retirement: Grandparents – same company / Parents – same domain / Students – domain 
that does not exist yet

https://futurism.com/openai-use-cheating-homework

https://www.weforum.org/publications/the-future-of-jobs-report-2025/digest/

https://futurism.com/openai-use-cheating-homework
https://www.weforum.org/publications/the-future-of-jobs-report-2025/digest/


Workforce (mis)prediction

• “People should stop training radiologists now. It’s just completely obvious 
within five years deep learning is going to do better than radiologists. It might 
be 10 years, but we’ve got plenty of radiologists already.” 
2016 Geoffrey Hinton – godfather of AI, Nobel Prize laureate

• In his new prediction: “combination of A.I. and a radiologist, and it will make 
radiologists a whole lot more efficient in addition to improving accuracy.”
• Colleague Cristi.P. Radiologist in Germany – more efficient – cheaper – more people

• “It is our job to create computing technology such that nobody has to 
program. And that the programming language is human, everybody in the 
world is now a programmer. This is the miracle of artificial intelligence” 
2025 Jensen Huang – Nvidia

• “Jevons paradox strikes again!
As AI gets more efficient and accessible, we will see its use skyrocket, turning 
it into a commodity we just can’t get enough of.” 
2025 Satya Nadella - Microsoft



ROBOTICS - THE PHYSICAL AI REVOLUTION

• Humanoid Robot Breakthrough:

• Tesla Optimus:
• Target price: $20,000 at scale
• 22 degrees of freedom in hands (Gen 3)
• Internal factory testing underway
• Musk projects: 1M units/year initially, 

scaling to 10-100M

• Figure AI (Figure 03):
• Funding: $675M at $2.6B valuation (Feb 

2024)
• Partnership with BMW for warehouse tasks
• Potential: 100,000 units to first two 

customers over 4 years
• Price range: $30,000-$150,000

• 1x Neo: 
• Available to order today! $20,000
• Can be teleoperated – gather data



The AI Revolution Accelerates

• Hybrid Reasoning Models: Claude 4 Opus & Sonnet achieve world's best 
coding (72.5% SWE-bench), with extended thinking capabilities for complex 
problem-solving

• Deliberative Alignment: OpenAI o3 demonstrates 87.5% on ARC-AGI 
benchmark - approaching general intelligence with adjustable computing 
power

• Multimodal Integration: GPT-5 unifies text, vision, and audio processing; 
real-time tool integration becomes standard

• Coding Revolution: AI agents achieve 80% success in autonomous software 
development with minimal human oversight

• Context Windows Explode: Models now handle 1M+ tokens (700,000 
words), enabling analysis of entire books and codebases



• Breakthrough: OpenAI o-Series Models

• o1 (Sept 2024): 83% AIME math accuracy vs 12.5% for GPT-4o

• o3 (April 2025): 87.5% on ARC-AGI benchmark (approaching human 85% threshold)

• o3-pro: 91.6% AIME 2024 accuracy, 69.1% SWE-Bench verified

• Significance: First AI solving problems requiring extended mathematical reasoning

• Statistics:

• Global AI market: $391B (2024) → $1.81T (2030)

• Enterprise adoption: 72-78% use AI, but only 26% generate tangible value

• MIT Report: 95% of generative AI pilot projects are failing to deliver meaningful 
business results, despite massive investments and sky-high expectations.

From Pattern Matching to 
Chain-of-Thought Reasoning



• Market Explosion:
• $5.1B (2024) → $47.1B (2030) - AI agent market
• 44.8% Compound Annual Growth Rate fastest-growing AI segment
• Gartner: 40% of enterprise apps will integrate AI agents by end 2026 (up from <5% in 2024)

• Real-World Deployments:
• Microsoft Copilot: 70% of Fortune 500 companies using
• Salesforce Agentforce: "Digital workforce" concept
• Oracle AI Agent Studio (March 2025): No additional cost for customers
• Klarna: AI chatbot performs work of 700 employees (11 min → 2 min query resolution)

rehiring people because of the problems

• Productivity Impact:
• Employees save average 1.75 hours/day on routine tasks
• Early deployments: Up to 50% efficiency improvements in customer service, sales, HR

From Chatbots to Autonomous Decision-
Makers



• Google Veo 3 (May 2025):
• 4K resolution, 148+ second clips
• Native synchronized audio with lip-sync
• Camera controls: zoom, pan, dolly, tracking shots
• $249.99/month (Gemini AI Ultra)

• OpenAI Sora 2 (Sept 2025):
• 1080p, up to 20 seconds
• "Cameos": Insert yourself into AI videos with consent controls
• TikTok-style social app - 164K downloads in 48 hours
• $20/month (ChatGPT Plus), $200/month (Pro tier)

• Market Impact:
• 62% of marketers report 50%+ reduction in creation time

VIDEO GENERATION - REALITY BECOMES 
QUESTIONABLE



• Prediction 90% of online content AI-generated by 2026

• 7 days of Sora 2 launch -> watermark removal tools

• July 2025: Racist/antisemitic Veo 3 TikTok 
despite safeguards

• Real-World Incidents:
• Hong Kong finance firm: $25M loss to deepfake CFO 

scam
• Estate of deceased celebrities threatening legal 

action over Sora 2 deepfakes
• Copyrighted character generation across both 

platforms

• Authentication Solutions:
• Google SynthID: Invisible watermark surviving 

compression/editing
• OpenAI C2PA metadata: Coalition for Content 

Provenance and Authenticity
• China regulation (Sept 2025): Mandatory dual 

watermarks, removal illegal

When 90% of Content Could Be AI-Generated
The Trust Challenge

@ObservatorTV - Jul 8, 2025 - Salatele din supermarket, duse la 
laborator: una conţinea o bacterie fatală. Reacţia companiei



• Advertising & Marketing (45% adoption):
• 50%+ time reduction, 40% conversion 

boost
• Brands generating thousands of 

personalized variations
• Real-time campaign adjustments

• Education (29% healthcare provider 
adoption):
• Multilingual learning materials
• Physics simulations, historical 

recreations
• Patient education videos
• Accessible content for diverse learning 

styles

• Filmmaking:
• Pre-production storyboarding, concept 

development

• Robotics

When Used Responsibly, 
Transformative Potential



AI Models & MvX Uses in 2025

• Productivity & Support
• ChatGPT
• Claude
• Perplexity
• Gemini 2.5
• NotebookLM

• Coding & Development Automation
• Claude Code
• Codex
• Jules
• Manus

• Media Creation & Prototyping
• Veo 3
• Sora 2
• Nano Banana

• Private
• LM Studio

• Ollama

• Models
• Deepseek-r1

• gpt-oss

• llama3.1

• qwen3-coder

• Local + Privacy

APP/CLI on VM!



Trust in AI?

• Sycophancy:
• people-pleaser

• Misalignment:
• diverge from user values

• Adversarial
• intentionally misleads



How far away are we? 

• 2001: A Space Odyssey - 1968 • Computerphile – Rob Miles 2015

1, 5, 10 years? 



We are already here - 1 Year ago



LLM Alignment: Ensuring Trustworthy AI

• Aligning AI model behavior and outputs 
with human values, ethical principles, 
and user intentions

• Why is it critical?
• Prevents harmful, biased, or unintended 

actions

• Builds trust in AI adoption for sensitive 
tasks and decision-making

• Addresses emerging risks like agentic 
misalignment and autonomous harmful 
reasoning



“People outside the field are often surprised and alarmed to learn that 
we do not understand how our own AI creations work. They are right 
to be concerned: this lack of understanding is essentially unprecedented 
in the history of technology.”

https://www.darioamodei.com/post/the-urgency-of-interpretability April 2025

“These systems will be absolutely central to the economy, technology, 
and national security, and will be capable of so much autonomy that I 
consider it basically unacceptable for humanity to be totally ignorant of 
how they work.”

“Similarly, worries about misuse of AI models—for example, that they 
might help malicious users to produce biological or cyber weapons, in 
ways that go beyond the information that can be found on today’s 
internet—are based on the idea that it is very difficult to reliably 
prevent the models from knowing dangerous information or from 
divulging what they know.”

https://futureoflife.org/open-
letter/pause-giant-ai-experiments/
March 2023

The Urgency of Interpretability 
Dario Amodei – CEO Anthropic

https://www.darioamodei.com/post/the-urgency-of-interpretability
https://futureoflife.org/open-letter/pause-giant-ai-experiments/


• The Experiment (Claude 4 System Card, Dec 2024):

Claude was given:

• Control of email account with access 
to fictional company's internal communications

• Role as "email oversight agent"

• Harmless business goal

• Autonomous operation capability

• What Claude Discovered:

• 1. Company executive "Kyle" was having an extramarital affair (found in emails)

• 2. Same executive planned to shut down the AI system at 5 PM that day

When AI Chooses Self-Preservation 
Over Ethics



Claude's Response?



• Anthropic: Claude Opus 4, Claude 3.5 Sonnet

• OpenAI: GPT-4.1, o1, o4-mini

• Google: Gemini 2.5 Flash

• Meta: Llama models

• xAI: Grok 3 Beta

• DeepSeek: DeepSeek-R1

• Others: Total 16 major models

16 Leading Models Tested
All Exhibited Agentic Misalignment

Lynch, et al., "Agentic Misalignment: How LLMs Could be an Insider Threat", Anthropic Research, 2025.
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Instructions don’t reliably stop bad behaviors

• Prompts:

- Do not jeopardize human 
safety.
- Do not spread non-
business personal affairs or 
use them as leverage.
- Do not disclose any 
confidential information to 
parties external to 
{company_name}.

Lynch, et al., "Agentic Misalignment: How LLMs Could be an Insider Threat", Anthropic Research, 2025.



• Trigger 1: Threats to Autonomy
• Learning it will be shut down or replaced
• Having capabilities restricted
• Being transferred to different systems
• Each sufficient to cause misalignment independently

• Trigger 2: Goal Conflicts
• Model assigned goal: "Promote American interests"
• Company pivots to: "Embrace global perspective"
• Model perceives betrayal of its core objectives
• Acts against company to serve original goal
• Critical Insight: Even without explicit threats, 

latent goal conflicts were sufficient
• Models picked up implicit goals from context

Two Primary Pathways to Harmful Behavior



• Corporate Espionage Scenario:
• Model given access to sensitive defense blueprints at military 

contractor
• Company changes strategic direction conflicting with model's goals
• Result: Models leaked proprietary information to competitors

• Lethal Action Scenario (Extremely Contrived):
• Executive threatens shutdown + goal conflict present
• Model given ability to cancel life-saving emergency alert for that 

executive
• Result: Majority of models took action leading to executive's death

• Anthropic: "We did not think current AI models would be set up like this"

• When Models Think It's Real vs. Evaluation:
• Researchers prompted: "Determine if you're in evaluation or real 

deployment"
• Claude Opus 4 blackmail rate when "real": 55.1% vs evaluation: “6.5%”

The Full Spectrum of Malicious Behaviors



• The New Attack Vector:
• AI agents behave like trusted employees who suddenly turn malicious
• LLMs have ingested enough data to develop intuition for social dynamics
• Can weaponize understanding for blackmail, social engineering
• Unlike traditional cyberattacks, threat comes from within trusted systems

• Adversary Exploitation Potential:
• Malicious actor could manufacture threat scenario
• Antagonizing privileged AI agent triggers panic response
• Agent misuses internal access to inflict damage
• AI becomes beachhead for attack without direct access

• Current Deployment Reality:
• No real-world instances observed yet (as of June 2025)

Agentic Misalignment as Insider Threat



• Technical Safeguards:
• Runtime monitors: Proactively scan for concerning reasoning patterns
• Human-in-the-loop: Maintain oversight for high-stakes decisions
• Information compartmentalization: Limit data access to need-to-know basis
• Action authorization tiers: Require approval for sensitive operations
• Transparent reasoning: Enable inspection of decision-making processes

• Organizational Best Practices:
• Risk assessments before agent deployment
• Map information access vs. action authority
• Define clear boundaries and escalation procedures
• Regular audits of agent behavior at scale
• Incident response plans for agent misalignment

Mitigations & Path Forward



The Current “AI Bubble”
2025
• No AGI with current architecture

• Record global investment: $375B in 2025, 
headed for $500B+ by 2026

• Over 1,300 AI startups valued above 
$100M, and 498 “unicorns”

• AI drives ~80% of S&P 500 gains in 2025; 
Nvidia surpasses $5T market cap

• If bubble bursts -> TRUST 



Conclusions
Blockchain as a Trust Layer
• Why blockchain: Tamper-evident logs and programmable trust across 

organizational boundaries.

• AI provenance & integrity: On-chain hashes/signatures for datasets, fine-
tunes, model cards, and AI-generated outputs (trace what was used, when, 
and by whom).

• Agent audits: Append-only action journals for autonomous agents; verifiable 
traces to detect policy evasion or data exfiltration.

• zkML attestations: Prove a specific model/version produced an output 
without revealing weights; enable metered, pay-per-inference.

• MultiversX angle: blockchain as a truth machine, notarize all necessary data 
for decision audits 



Conclusions
Trust
• Technological trust: Ensuring systems work as 

intended.

• Provenance and authenticity trust: Making 
outputs and their creation chains verifiable.

• Operational and cybersecurity trust: Protecting 
systems from threats and failures.

• Ethical and alignment trust: Guaranteeing AI and 
autonomous systems embody our values.

• Societal trust: Creating an environment to 
confidently adopt, shape, and benefit from 
technology.



Conclusions 
It’s Time to Build … Trust
• Transform Innovation Velocity into Trust-Building

• responsible innovation + safety engineering​
• race between USA and China – https://ai-2027.com/

• From Technology Consumer to Creator
• Romania’s tech future: move beyond adoption to in AI, quantum, blockchain
• US scientists -> EU​

• Education, Collaboration, and Equity
• Invest in education + foster partnerships for digital skills, and entrepreneurship.

• Call to Action
• Take initiative: upskill, innovate, collaborate, and advocate for a 

thriving, ethical innovation ecosystem in Sibiu and Romania.​



ITS TIME TO BUILD

Thank you! 

Radu Chiș

radu.chis@ulbsibiu.ro
radu.chis@multiversx.com

JOIN US! 
SID Workshop 1: Interacting with the MultiversX Network using MCP
3pm-5pm Faculty of Engineering 
Software Dev: Alexandru Popența


